
Category: 

Web 

 

Name: 

Please find the flag from the web server 

 

Message: 

The flag shall be found at "Web Hacking Challenge 4" in Platform Experience. 

 

Objective: 

Get the web server that resolves hostname to read flag file. 

 

Instructions: 

The web server takes hostname and returns dig result in text compressed in a tar.gz format. 

Flag text containing CSG_FLAG is hidden somewhere in the server. 

The server removes all input after ";| " however the server will ignore "|" if keyword "find" is 

present in the input. 

Hence injection command would be something like "trendmicro.com | find "directory" -type f | 

xargs grep CSG_FLAG 

flag text "4n5w3r.ini" should be found under /etc. 


